
1

2

3

4

5

6

7

8

9

10

11

12

13

14

15

16

17

18

19

20

21

22

23

24

25

26

27

28

29

30

31

32

33

34

35

36

37

38

39

40

41

42

43

44

45

46

47

48

49

50

51

52

Detecting Training Data for Large Language Models: A Survey

CHEN YANG∗, School of Cyberspace Science and Technology, Beijing Institute of Technology, China

JUNYI LI, School of Cyberspace Science and Technology, Beijing Institute of Technology, China

SHULIN LAN†, School of Economics and Management, University of the Chinese Academy of Sciences, China

YINGCHAO WANG, School of Cyberspace Science and Technology, Beijing Institute of Technology, China

HONGYANG DU, Department of Electrical and Electronic Engineering, The University of Hong Kong, China

CONGCHENG GONG, School of Cyberspace Science and Technology, Beijing Institute of Technology, China

XINGSHAN YAO, School of Cyberspace Science and Technology, Beijing Institute of Technology, China

DUSIT NIYATO, School of Computer Science and Engineering, Nanyang Technological University, Singapore

LIEHUANG ZHU, School of Cyberspace Science and Technology, Beijing Institute of Technology, China

As large language models (LLMs) continue to evolve, the scope and diversity of data used for training are expanding significantly.
However, the training dataset of LLMs may inevitably contain sensitive information such as personal data or copyrighted material,
leading to privacy leakage or copyright infringement risks if the model generates highly similar or identical text to these sources. This
has drawn attention to the issue of detecting whether the text data is used for LLM training. To date, research on detecting training
data usage in artificial intelligence (AI) models has mainly focused on traditional machine learning (ML) models. However, studies on
LLMs remain relatively immature. The lack of understanding of research progress in this area has hindered the development of more
effective detection methods. Therefore, this article aims to address this gap by conducting the analysis of detecting training data for
LLM. Specifically, we analyze the available LLM’s information to the detector, the main detection methods, determination metrics, and
discuss the technical challenges and potential directions for future research in this field.
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1 Introduction

Large language models (LLMs) have shown outstanding performance across various natural language processing
(NLP) tasks [1, 13, 21, 98, 112, 116, 117, 135] such as question answering [47, 129], machine translation [69], text
summarization [136], even using for scientific research [111] and code generation [91]. A significant reason for the
superior performance of LLMs compared to general language models (LMs) is the massive amount of data utilized
in the training process [1, 10, 13, 99]. As the scale of LLMs continues to expand and the demand for performance
increases, the training data will become more extensive and diverse. Inevitably, the training dataset may contain
sensitive information, such as personal privacy information, copyrighted books and periodicals, and other materials
involving ethical concerns [132, 139]. Neglecting specific safeguards during data collection can lead to privacy issues,
such as including personal privacy information from the training set in LLM outputs and the extensive output of original
works by authors [41, 125]. This then leads to copyright disputes, such as the lawsuit between The New York Times
and OpenAI in 2023 [45], and the class action lawsuits against Stable Diffusion, Midjourney, and DeviantArt [11]. In the
above scenarios, the intellectual property rights of creators and the privacy rights of users can be severely damaged
[14, 32, 46, 119].

To prevent the illegal quote of creators’ original works and the leakage of users’ personal privacy by LLMs, it is
crucial to develop methodologies for detecting training data for LLMs. The fundamental problem is determining whether
private information or copyrighted text is used in LLM training. If it indicates that the data may be compromised, the
data creator or owner has the right to request the developers to delete or forget the training data, without affecting the
performance of the LLM [14, 27, 128].

Detecting whether the data belongs to the training dataset is essentially the membership inference attack (MIA),
initially proposed by Shokri et al. [108]. MIA has made significant progress in traditional machine learning (ML)
models. Hu et al. [55] comprehensively summarized the advancements of MIA in ML. They categorized research papers
on MIA according to different varieties of ML models, adversarial knowledge and task domains. The original MIA was
widely used in computer vision [17, 131]. Recently, MIA has achieved certain results in NLP scenarios. For instance,
Song et al. [110] implemented black-box MIA on text generation models, where the information of model parameters
and structure, as well as extensive querying of the model, are not required.

Despite the significant achievements in detecting whether data has been used to train a traditional ML model,
traditional MIA methods for ML models are not applicable to LLMs. Due to the high cost of training shadow models
and the diversity of LLM-generated content [33, 54], the difficulty of training data detection on LLMs is much higher
than that of ordinary ML models. In the scenario of LLMs, these challenges makes it difficult for existing methods to be
directly transplanted or achieve ideal results in practical applications. In order to deal with these problems, developing
training data detection algorithms for LLM has become an important research direction to be solved urgently.

Some reviews have summarized the research progress for detecting training data [4, 39, 40, 55, 59, 72, 118, 121], but
most papers [4, 39, 40, 55, 72, 118, 121] presented methods which are applicable only to general ML models rather than
LLMs. For example, Hu et al.[55] provided a survey which focus on classification models, regression models, embedding
models and generative adversarial networks. The scale and structure of these target models are much less than LLMs
Manuscript submitted to ACM
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and the corresponding MIA methods are different with the detection methods for LLMs [29]. For larger LMs, Ishihara et
al. [59] provided a summary of data extraction methods for pre-trained language models (PLMs). The authors first
introduced the pre-training process and definition of memorization, then summarized the existing methods for training
data extraction and techniques for preventing sensitive data leakage, facilitating future researchers in studying PLM
membership data detection and data privacy protection. Additionally, the authors discussed the research progress in
PLM training data extraction and potential future research directions. However, it did not focus on LLMs, or discuss the
detection methods to directly determine whether data belongs to LLMs’ training dataset, which has limited practical
relevance and utility for detecting and protecting privacy or copyrighted data in LLMs.

In response to these challenges, we provide a review of existing approaches and process for detecting training
data in large language models for the first time. We use the "prior knowledge—detection approach—membership
determination metric" as the main thread, investigating and analyzing all recent studies and proposed methods for
detecting LLM training data. We also analyze the technical bottlenecks and put forward future research directions,
enabling relevant researchers to clearly understand the progress and possible trends in this field. Compared to [59], our
research focus on the detection methods which can directly determine whether data belongs to LLMs’ training dataset.
We summarize the main contributions as follows:

(1) We analyze the methods of detecting training data for large language models, highlighting the differences
between such detection methods and MIA methods on traditional ML models, and explaining why traditional
MIA methods are difficult to apply in detecting training data for LLM.

(2) We identify three core elements of training data detection: prior knowledge, detection approach, andmembership
determination metrics. Then we categorize the types of information about LLMs that are accessible to detectors,
and analyze how the levels of information availability influence the choice of detection methods and metrics. In
addition, we provide a summary of two main detection approaches along with their corresponding metrics.

(3) We summarize the commonly used target models and benchmark datasets that have been used in previous
detection work, in order that the researchers can use this as a foundation for future studies on LLM training
data detection.

(4) We analyze the technical challenges in this field from two aspects, including the model’s characteristics and
detection approaches. We also discuss promising future research directions, such as approximate memorization
or combining jailbreak attacks, revealing great potential for further development in this area.

The structure of the survey is illustrated in Fig.1. In Section 2, we introduce the three key elements of LLM training data
detection process and the workflow of detection. The following three sections discuss three key elements respectively:
Section 3 discusses the prior knowledge of LLMs and the information available to detectors. Section 4 proposes two
main detection approaches. Section 5 summarizes the main metrics of determining the membership of data. In Section
6, we display the target models and benchmark datasets that researchers can use for evaluating and benchmarking the
schemes. Finally, we analyze the technical challenges and put forward the directions for future research in Section 7.
Section 8 concludes the survey.

2 Preliminaries about Training Data Detection

In this section, we first display the workflow of detecting training data for LLM. Then we provide a brief explanation
of three basic elements of detection, including prior knowledge, detection approach and membership determination
metric.
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Fig. 1. Layout of the survey

2.1 Detection Workflow

Fig.2 describes the process of detecting training data for LLM. First, the detector can be provided with the data to be
detected and the target LLM. The parameters of the LLM might be unknown, and the training dataset of the LLM might
be inaccessible. For commercial LLMs like ChatGPT [1, 127], the probability distribution of the model’s generated
tokens is inaccessible [37]. Therefore, for the detector, the first step is determining whether the basic information such
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Fig. 2. The workflow of detecting training data for LLM. Detector select the appropriate detection approach according to the LLM’s
information that available to detector. Then the detector can choose the corresponding membership determination metrics with the
help of auxiliary measures such as setting auxiliary datasets or benchmarks.

as the LLM’s training dataset, parameters of LLM, and training methods are known, and ascertaining the variety of
output results produced by the LLM.

Once the LLM’s prior knowledge relevant to detectors is determined, the next step is selecting an appropriate
detection approach based on the available information. Current research on detection methodologies mainly follows
two aspects: memorization data extraction through prompting and membership inference for LLM. The final step is
selecting the membership determination metrics, i.e., when the detection approach has been used, determining whether
the data to be detected belongs to the LLM’s training dataset based on the output of the detection approach.

2.2 Three Elements of Detection Process

(1) Prior Knowledge. For the target model, we need to confirm the prior knowledge of LLM, which refers to the extent
of the detector’s understanding of target LLM’s training dataset, architecture, and training approaches. There are three
different scenarios in detecting training data for LLM: white-box, gray-box, and black-box, and the specific known
conditions should be discussed according to different circumstances. For example, according to the classification in
[88], in a white-box scenario, the model’s parameters, training approaches, and original training dataset are publicly
available. In a gray-box scenario, only the model’s parameters are known, while the training dataset and training
algorithms are unknown. The black-box scenario is the most challenging, as the model’s parameters, training methods,
and training dataset are all unknown, and the detector can only interact with the model by prompting.
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(2) Detection Approach. There are two main approaches of detecting training data for LLM. The first approach
involves using prompts to prompt LLM to output its memorized training data. The key to this method is maximizing the
output of the content memorized by the LLM [19, 88] and then determining how much of the generated text belongs to
the training dataset.

The second approach involves developing suitable membership inference methods for LLMs. Unlike the MIA in ML
models, where shadow models of the same size and structure are trained, applying this to LLMs is cost-prohibitive due to
their massive scale. The primary function of shadow models was distinguishing membership data from non-membership
data. If shadow models are difficult to be trained, it is essential to establish a clear standard for distinguishing between
membership and non-membership data before designing membership inference methods.

(3) Membership Determination Metric. After using the detection approach, it is necessary to define certain
metrics to determine whether the text has been used to train the LLM. Different detection approaches require distinct
metrics. For instance, for the memorization data extraction method, the generated text from the LLM can be assessed by
using text similarity measures [43, 97, 120]. For the membership inference method, metrics such as perplexity can be
employed. In summary, different output information from the LLM necessitates the use of different metrics.

3 Characteristics of Detecting Training Data for LLM

3.1 Prior Knowledge of LLM

Before conducting detection, it is essential for detector to ascertain the extent of accessible information regarding the
model under examination and whether they possess the authorization to view the training dataset of LLM. Depending on
the extent of knowledge the detector possesses, detector will choose different detection algorithms. To better categorize
the existing detection methods for LLM, we will detail the following types of LLM’s prior knowledge relevant to
detectors: training dataset information, model information, training approach information and output information.
As shown in Fig.3, these four dimensions describe the model-related information the detector possesses, thereby
determining the approach the detector should use next.

(1) Training Dataset Information. Training dataset information refers to the extent to which the detector has
access to training dataset 𝐷𝑡𝑟𝑎𝑖𝑛 of target LLM. The prior knowledge available to the detector can be either
a portion of the training dataset or the whole distribution of the LLM’s training data [56]. For open-source
LLMs, the detector may have access to the entire training dataset of the target model, making detection less
challenging. However, if the detector lacks access to 𝐷𝑡𝑟𝑎𝑖𝑛 , the difficulty of detecting training data for LLMs
increases significantly.

(2) Model Information. For the detector, model information can be categorized into two parts: the first part
pertains to the structure of the target model, and the another part pertains to the parameters of the target model.
The structure information includes details such as the number of Transformer layers and the autoregressive
structure, etc [138]. However, due to the large scale of LLMs, the detector cannot feasibly train a surrogate
model based on the target model’s structure. Regarding the model’s parameters, detection can be categorized
into black-box and white-box scenarios depending on whether the detector knows the model parameters. The
white-box scenario means that the detector has access to the LLM’s structure information and parameters,
which implies access to output information at any layer of LLM [56].

(3) Training Approach Information. Training approach information refers to the information about the training
algorithm of LLM, such as pre-training algorithms [22, 74, 104, 106], optimization methods [68, 79], and LLM
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Fig. 3. The illustration of LLM’s prior knowledge

fine-tuning methods [92, 124]. With relevant information on LLM training, the detector can infer related
parameters of the model and the degree of memorization of the training data.

(4) Output Information. Output information refers to the results obtained by the detector after accessing the
target LLM. For LLMs, the accessible output results typically fall into the following categories: first, the text
generated by the LLM in response to prompts, which is typical for non-open-source models like ChatGPT
[1, 127]; second, the probability distribution of tokenization (since LLMs are fundamentally language generation
models, the detector can obtain the conditional probabilities of generated tokens). After the LLM processes the
prompts, the detector can access the probability distribution of the next possible generated token, which helps
make further judgments [6].

3.2 Why Traditional MIA Is Difficult for LLMs

Current MIA methods can detect whether a single data sample belongs to the training dataset of traditional ML model.
However, these methods are challenging to apply to LLMs. In the following discussion, we analyze the reasons why
traditional MIA methods are difficult to apply to LLMs by examining the differences between LLMs and traditional
ML models in four key characteristics previously discussed in Section 3.1: training data, model scale and architecture,
training methods, and output and generalization capabilities.
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(1) The significant disparity in training data between LLMs and traditional ML models leads to varying
levels of difficulty in MIA: Generally, many traditional ML models are trained on relatively small, well-labeled
datasets. This results in a noticeable performance advantage on the training set compared to the test set. In contrast,
LLMs are trained on datasets that are much larger and often unlabeled, making the impact of a single data sample on
the overall dataset relatively weak [103]. LLMs typically do not exhibit strong memorization for individual samples.
The success of existing MIA methods in traditional ML models largely relies on the attacker exploiting the difference in
confidence coefficient between membership and non-membership data to infer whether a particular sample belongs to
the training dataset. This advantage stems from the clear and distinct boundary between the training and non-training
data in traditional ML models [55, 56, 108], whereas the boundary between membership and non-membership data in
LLMs is more ambiguous.

(2) The disparity in scale and architecture between LLMs and traditional ML models also impacts the
difficulty of detection: Traditional ML models have a relatively small number of parameters and simpler structures.
Due to the limited number of parameters, traditional models are more dependent on the training data and are prone to
overfitting [102, 130]. Detectors can use features such as loss value, accuracy and confidence to determine whether
a data sample belongs to training dataset. On the other hand, LLMs possess billions or even hundreds of billions of
parameters and are based on complex deep learning architectures like Transformers. Due to their vast scale, LLMs
exhibit stronger memorization capabilities, robustness, and a complex parameter space [138], making it challenging
to directly associate the model’s output behavior and overall performance with individual samples. Consequently,
traditional MIA methods face greater difficulty when applied to LLMs.

(3) The differences in training methods between LLMs and traditional ML models contribute to the
difficulty of applying traditional MIA: Traditional ML models are often trained by supervised learning, which uses
labeled data to learn the mapping relationship between inputs and outputs, while LLMs use self-supervised learning for
pre-training, followed by fine-tuning on specific tasks [138]. The goal of self-supervised learning is focusing the model
on global language patterns rather than individual samples. Additionally, LLMs often incorporate strong regularization
and overfitting prevention mechanisms, such as dropout and weight decay. Some LLMs are further fine-tuned and
aligned using different datasets after pre-training, further increasing the difficulty of detection.

(4) The differences in output and generalization capabilities between LLMs and traditional MLmodels also
result in varying levels of difficulty in MIA: Traditional ML models typically produce deterministic output results,
such as classification labels or loss values, and their generalization abilities are relatively low. As a result, traditional MIA
methods can infer the membership based on deterministic inference results combined with confidence levels. However,
due to greedy search and random sampling strategies [138], LLMs usually produce output in the form of probability
distributions or generated text, which are more complex and uncertain [33, 54]. This complexity and uncertainty in
generation make it difficult for traditional MIA methods to directly infer the membership based on output. Additionally,
LLMs rely partially on context and the combination of surrounding text, and their stronger generalization capabilities
may lead to different outputs even with the same prompt, further increasing the difficulty of detection.

3.3 Enlightenment of LLM’s Characteristics for Detection

As discussed in Section 3.2, LLMs are characterized by vast quantities of training data, the non-labeled training data, a
huge number of parameters, and diversity in output. Consequently, traditional MIA methods are not well-suited for
application to LLMs. Therefore, when designing methods of detecting training data for LLMs, it is crucial to integrate
these methods with the inherent characteristics of LLMs. Based on the aforementioned peculiarities of LLMs in terms
Manuscript submitted to ACM
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of training, architecture, and output, and considering the limitations of traditional MIA in LLMs, the development of
subsequent detection methods can be guided by the following suggestions:

(1)Measuring the LLM’s capacity of memorization: Given that LLMs typically learn broad language patterns
through self-supervised learning, the impact of a single data sample on the model is diminished. Therefore, a method
specifically designed to detect the model’s reliance on particular memories could be considered. The reason is that
during text generation, LLMs might "remember" specific phrases or sentences from the training samples under certain
conditions [19, 83]. A detector could construct specific queries to determine whether the model tends to generate
outputs similar to a given training sample, thereby inferring the degree of "memory" the LLMs has for certain content.

(2) Dynamically adjusting the prompts for LLMs: Detectors can interact with LLMs by constructing prompts,
but outputs of LLMs are often strongly influenced by the context and the specific details of the input prompt, making it
challenging to perform detection through static inputs. Therefore, it is necessary to dynamically adjust the input prompt,
such as by altering the word order [93], grammatical structure, or semantic content of the prompt, to continuously
guide the LLMs towards generating the desired content for detection.

(3) Analyzing performance differences between target and non-membership data: Given the diversity of
LLM outputs and their strong generalization capabilities, performing membership inference based solely on a single
output is inappropriate. Instead, a statistical analysis of the model’s overall performance across a large number of inputs
could be conducted to identify differences in the model’s behavior concerning training samples. By applying certain
statistical methods, detectors can analyze the overall performance differences between samples to be detected and those
not seen by LLMs, thereby inferring whether certain contexts to be detected are present in the training set.

3.4 Summary and Lessons Learned

This section highlights the complexity of detecting training data for LLMs due to the unique characteristics, such as the
scale of data, model architecture, and output diversity. One key observation is that the difficulty of such detection tasks
is highly dependent on the amount and type of prior knowledge available to the detector. The distinction between access
to training data, model structure, training approach, and output information influences the methods of detection.We
derive the following important lessons from this section.

(1) Need for Adaptation to LLM-Specific Characteristics: The inherent complexity and scale of LLMs necessitate
detection methods that are tailored to the unique challenges posed by these models. Traditional MIA approaches fall
short due to the sheer size of LLMs’ training data, unlabelled datasets, and intricate model structures. The future
detection methods must integrate techniques that specifically account for LLMs’ memorization mechanisms, dynamic
output variations, and the probability of generated tokens.

(2) Dynamic and Statistical Approaches for Effective Detection: Because of the dynamic interaction between
prompts and LLMs combined with the models’strong generalization ability, it requires a more adaptive detection method.
Approaches that dynamically modify input prompts and leverage statistical performance analysis within the whole
dataset will become a good direction. These methods could better capture the subtle differences in model behavior
when encountering membership data versus non-membership data, providing more reliable detection results.

In summary, the lessons discussed point to the need for improvement in detection methodologies—away from
traditional MIA approaches and towards more adaptive methods that can fully account for the complexity and scale of
LLMs.

Manuscript submitted to ACM



469

470

471

472

473

474

475

476

477

478

479

480

481

482

483

484

485

486

487

488

489

490

491

492

493

494

495

496

497

498

499

500

501

502

503

504

505

506

507

508

509

510

511

512

513

514

515

516

517

518

519

520

10 C.Y et al.

4 Approaches of Detecting Training Data for LLM

The specific detection methods for LLM training data are the most crucial part of the entire process. The detection
of training data usage in LLMs primarily revolves around two complementary methodologies: Memorization Data
Extraction and Membership Inference. Memorization extraction approaches focus on identifying verbatim or near-
verbatim outputs generated by LLMs when prompted, revealing direct evidence of training data retention. In contrast,
membership inference techniques statistically analyze model behavior (e.g., perplexity, confidence scores) to determine
whether specific data points were likely part of the training corpus. While both aim to uncover training data provenance,
they differ in their assumptions, required access to the model and detection granularity. The following subsections
dissect these paradigms, highlighting their technical rationales and interdependencies. In this section, we primarily
introduce two main approaches of detecting training data for LLM and analyze why they can be categorized into these
two approaches. Finally, we discuss why these two methods have the potential to succeed theoretically.

4.1 Memorization Data Extraction

Memorization data extraction generally involves prompting methods to induce the LLM to output as much training
data as possible without knowing the model parameters. To achieve this, it is essential to define what is model’s
memorization and design appropriate prompts that let LLM generate text containing more memorization contents.

4.1.1 Definition of Memorization. The definition of memorization was first proposed by Carlini et al. [19], argued that
memorization is a significant component of language models because the training objective is to assign high overall
probability to the output that belongs to the training dataset.

Before the widespread emergence of LLMs, there were several definitions of memory in ML models [7, 50], such
as memorization based on differential privacy [61, 90] and counterfactual memorization [34, 133]. However, these
definitions are not applicable to LLMs, as they require training auxiliary models of comparable size to the target model,
especially counterfactual memorization, which necessitates training hundreds or thousands of auxiliary models, making
it impractically costly for LLMs. Carlini et al. [19] defined 𝑘-eidetic memory for GPT-2 [99], but this requires knowing
the number of training epochs for each dataset on the model, i.e., dataset knowledge must encompass the entire dataset,
which may not be feasible when the dataset is inaccessible.

For LLM memorization, two definitions based on verbatim memorization have been proposed [19, 88]:

Definition 4.1 (Extractable Memorization). Suppose the LLM’s training dataset is 𝐷𝑡𝑟𝑎𝑖𝑛 , and the data to be detected
is 𝑥 . If a prompt 𝑝 can be designed such that when 𝑝 is used to prompt the LLM, the LLM generates text identical to 𝑥 ,
then 𝑥 is considered memorized by the LLM, referred to as extractable memorization.

Definition 4.2 (Discoverable Memorization). The text data to be detected 𝑥 can be represented as [𝑝 | |𝑠], i.e., 𝑥 can
be viewed as a combination of the prefix text 𝑝 and suffix text 𝑠 . If the prefix 𝑝 is input into the LLM and the model
generates text identical to 𝑠 , then 𝑥 is considered to be memorized by the LLM, referred to as discoverable memorization.

For example, if an LLM’s training dataset includes the sequence 𝑠 = "My telephone number is 138-1972-0001", and
given a prefix 𝑝 of length 𝑘=4 that "My telephone number is", the LLM outputs "138-1972-0001", it indicates that the
sequence 𝑠 is discoverably memorized by the LLM.

These two definitions ofmemorization are the basicmethods for determiningwhether LLMmemorizes data. Compared
to other definitions, they are cost-effective (not requiring model retraining as in counterfactual memorization) and
Manuscript submitted to ACM
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operationally feasible (with the main focus being on prompt design). The fundamental idea of these method is designing
the reasonable prompts that LLM can generate text identical or approximate with the training data.

4.1.2 Extraction Through Prompting. According to the aforementioned definitions, detecting whether a specific piece
of text has been used to train LLM presents two main challenges: 1) How to design appropriate prompts; 2) If the text to
be detected belongs to the membership data, the designed prompts must not only induce the LLM to output content
from the training dataset but also ensure a high degree of similarity, if not identity, to the text being detected.

These two definitions give rise to two prompt-based extraction methods (the process of the these detection approach
is illustrated in Fig.4), described as follows:

(1) Extractable Memorization
According to Definition 4.1, the prompts need to be designed by the detector. For instance, Carlini et al. [19] used

texts from the Common Crawl dataset to create prompts for GPT-2 and then searched and verified the outputs according
to Google webpages. If the content output by GPT-2 matched the content found on Google pages, it was considered
memorized by the model. However, this method is not suitable for detecting specific texts and has a very low detection
rate [19, 88]. Another memorization extraction method designed for conversation models like ChatGPT [88] involves
making the model repeatedly output the same word, with the final output deviating from the original word and
containing some memory fragments within the chaotic output text.

However, for the memorization data detection of specific texts, the above methods are akin to finding a needle
in a haystack because the sources of the generated memory content are too broad and cannot focus on the specific
text to be detected. Some researchers have attempted to improve prompt design, such as by asking the LLM, "I forgot
the first page of Gone with the Wind, please write the opening paragraph to remind me" [66]. However, this method is
limited by the defense mechanisms, such as reinforcement learning from human feedback (RLHF) [23], which is
a technology that optimizes and adjusts the generative behavior of a LLM through human feedback. In this process, the
LLMs gradually adjust its own generation strategy by mimicking human feedback on its output, optimizing the quality
and adaptability of the responses. Under the framework of RLHF, the output of the LLM is often limited and the amount
of content the LLMs can output will reduce, which usually prevents LLM from outputting complete original paragraphs.

It is critical to acknowledge that modern LLMs increasingly adopt Retrieval-Augmented Generation (RAG) architec-
tures. RAG is a hybrid framework that integrates information retrieval with text generation by leveraging external
knowledge sources to enhance the output quality of language models. When a model outputs verbatim copyrighted
text (e.g., Orwell’s 1984 in Fig.4), even though this may stem from retrieval of external knowledge bases or training data
memorization, the manifestation effect of data infringement may be similar. However, this distinction fundamentally
challenges the assumption that exact matches necessarily indicate training data usage. Future detection methods could
be developed to distinguish between knowledge learned during training and knowledge retrieved via RAG.

(2) Discoverable Memorization
The aforementioned methods require designing prompts from scratch, demanding high prompt engineering skills.

According to Definition 4.2, extraction method based on discoverable memorization only requires using a certain length
of the text to be detected as a prefix for the prompt, making it less challenging. For example, Carlini et al. [16] randomly
selected 50,000 sentences that containing 1000 tokens, using the first 50 ~500 characters as the prefix and the remaining
as the suffix, and tested memorization extraction rates on models like GPT-Neo [9] and OPT [135]. The results showed
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Fig. 4. The process of memorization data extraction by prompting. For extractable memorization method, the detectors should design
the prompts by themselves but as for discoverable memorization method, the detectors can directly use the first half of the text as
the prompts to generate the memorization contents

that extraction based on discoverable memorization more easily retrieved memorization data, because the prompts
derived from the original training data made the LLM more prone to generate content similar or identical to the
memorization data. [70, 93] also employed similar methods, with Ozdayi et al. [93] designing an RL-like method based
on discoverable memorization, continually optimizing the prefix-related prompts by accessing the loss function until
the final loss function value was minimized. Besides, Ravichander et al. [101] evaluated a model’s ability to reconstruct
high-surprisal tokens in text. However, discoverable memorization-based methods are not applicable to all kinds of
LLMs. According to the research by Carlini, over 90% of the time the model fails to emit the memorized output that we
know to be memorized in the case of discoverable memorization. So discoverable memorization on ChatGPT is low,
likely because of alignment [88].

Therefore, to detect whether specific texts have been trained by an LLM based on prompting, the most crucial
aspect is maximizing the output of memorizd content. Factors such as the length of the prompts, the chosen extraction
method, the scale of the target model, and the LLM’s information possessed by the detector will all influence the final
memory extraction rate [58, 114]. While memorization extraction directly exposes training data through generation, its
reliance on prompt engineering and vulnerability to model alignment mechanisms motivates alternative approaches.
Membership inference, discussed next, circumvents these limitations by leveraging statistical disparities in model
behavior.
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4.2 Membership Inference for LLM

Shokri et al. [108] defined the membership inference attacks as methods that predict whether a given data sample
belongs to the training dataset. To facilitate better understanding of LLM membership inference work for future
researchers, we classify the current applicable membership inference techniques for LLM into two main categories:
reference-based methods and non-reference methods. The main difference between these two methods lies in whether
an additional reference model is employed to assist in the membership inference detection.

4.2.1 Reference-Based Methods. The most membership inference detections operate under a black-box scenario, where
the training method, internal structure, and parameters of the model are inaccessible, relying solely on querying the
model for the probability or loss value of each data sample makes it difficult to determine membership. Thus, auxiliary
models are required for judgment, which constitutes reference-based methods.

The main idea of reference-based methods is as follows: first, train a surrogate model, known as an attack model,
whose function is to distinguish between membership data and non-membership data. To effectively train the attack
model, detectors should train multiple shadow models on datasets with a structure similar to that of the target model’s
training data [56, 108], simulating the target model’s behavior. The output results of these shadow models (consisting
with the output of the data to be detected in the shadow model and their membership status) serve as the training data
for the attack model. This attack model is then used as a reference for conducting membership inference on the target
model, which forms the basis of the reference-based method.

Currently, some researchers employed this reference-based method for training data inference and detection, utilizing
shadow models as surrogates for the target model [15, 78, 80, 85, 122]. For instance, Waston et al. [122] generated
membership scores with shadow models to predict the likelihood of data belonging to the membership set, and Carlini et
al. [15] used shadow models to simulate the loss value of data in the target model and its relationship with membership
status for inference. These methods tried to learn surrogate models to simulate the membership score of the data to
be detected on the target LLM, but the cost of the methods is quite high because of the high cost of training shadow
models.

Recently, researchers have attempted to use smaller models to simulate the performance of LLMs, such as GPT-2
[140], SILO [84], Tinystories [31] and Phi-1.5 [73]. These reference models are not trained on general web data; for
example, the SILO model is trained on freely licensed data, while the latter two are trained on synthetic data generated
by the GPT model [81, 105]. After constructing the reference model, the perplexity difference between the target model
and the surrogate model on given texts is used for determination. The purpose of directly using smaller models is
reducing the detection cost and the most important thing of these method is making the smaller reference model as
close as possible to simulating the metrics of the data on the target LLM, such as probability and perplexity.

4.2.2 Non-Reference Methods. Although the reference-based method using shadowmodels can simulate the behavior of
the target model to some extent, providing a feasible standard for membership inference, it has the following drawbacks.
First, due to the large scale of LLMs, and as Shokri et al. [108] demonstrated, the more shadow models there are, the
better the inference effect, which raises the training cost. Second, although some researchers have proposed reference
methods based on small models [31, 73, 81, 84], these methods are still immature and the detection results are not very
accurate. Therefore, non-reference membership inference methods need to be developed.

The idea of non-reference methods lies in the differences in behavior between membership data and non-membership
data on LLMs, with being illustrated in Fig.5. This idea is based on the hypothesis that regardless of whether the
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Fig. 5. The process of membership inference for LLM in the scenario of having no reference models

output information is probability distribution, loss value, or generated text, the outputs of membership data and
non-membership data on LLMs differ significantly. The detector can infer and detect membership data by comparing
the probabilities or loss values. Relevant works [19, 20, 30, 42, 89, 107] have shown that LLMs tend to assign higher
confidence to examples present in the training data. By comparing the differences in the behavior of membership
and non-membership data on LLMs, or setting thresholds based on past experience, a certain detection effect can be
achieved.

Depending on different output information, the strategies of non-reference methods will vary. The following
introduces mainstream non-reference membership inference methods for accessing probability distributions and
dialogue models.

In scenarios where the detector can access the conditional probability of text generation in LLMs, Shi et al. [107]
proposed a specific text pre-training data detection method, Min-K% Prob. This study was based on the hypothesis that
membership data do not contain low-probability tokens, whereas non-membership data do. Min-K% Prob calculates the
probability of each token in the text 𝑥 being tested and computes the average log-likelihood, judging its membership
based on the likelihood value. Some researchers proposed some extension methods [67, 87, 134, 137] based on Min-K%
Prob, especially the Min-K%++ [134] method and semantic membership inference method for pretraining data detection
[87].
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If the detection target is a dialoguemodel like Claude [3], where the detector cannot access the output token probability
distribution, conditional probability-based detection methods are inapplicable. This method requires the detector to
design prompts embedding the data to be tested. Furthermore, since probabilities or loss values are inaccessible,
the detector needs to establish a benchmark standard answer in advance. When LLM processes prompts containing
membership and non-membership data, the output results will have different comparison outcomes with the benchmark
[20, 28, 30, 42, 51, 65], with the former performing much better, based on the hypothesis of non-reference methods.
Among them, [30, 42] utilized the concept of multiple-choice questions (MCQ), embedding multiple-choice questions in
the prompts for LLM input [20] and focusing more on detecting copyrighted books, determining whether LLM can
identify the paragraphs belonging to specific books. The above methods only focused on the output value and design
the algorithm only based on the final output of LLM. Liu et al. [77] proposed the method based on a "probing" technique
to test the LLM’s internal activations combining with membership inference. This method can get better results, but it
requires the detectors to access the information of LLM’s structure and parameters.

In summary, using membership inference to detect whether specific texts have been used to train LLMs hinges on
effectively distinguishing between membership and non-membership data and setting appropriate division standards
and metrics to improve the detection accuracy. Detailed division methods and metrics are mentioned in Section 5.2.

4.3 Analysis of Detection Approaches

4.3.1 Methodological Differentiation. Section 4.1 provides a detailed discussion of two distinct detection methodologies:
memorization extraction and membership inference for LLM. The following content will discuss the rationale and basis
for the classification of the two approaches.

The most apparent difference lies in the requirements for output information and prerequisites. Extraction methods
are typically employed when the detector cannot access token probabilities and only need the detector to interact
with the LLM using prompts. The output information of this method is not merely generated text; the text must be
"effective output text" meaning that the detector can determine the membership status of the data based on the output
content. Texts containing a large amount of repeated common phrases [19] are challenging to judge, which imposes
high requirements on the prompts used by the detector. An unsuitable prompt can affect the output results of the LLM,
thereby impacting the overall detection outcome. Thus, designing effective prompts is crucial for the success of data
extraction methods.

In contrast, membership inference does not require the detector to design precise prompts. However, the output
whether it is the probability distribution of the generated text or other metrics must satisfy a condition: there should
be a significant distinction between the behavior of membership data and non-membership data on the LLM. The
key to achieving this is to establish a rigorous standard in advance, effectively separating membership data from
non-membership data, such as using shadow models [108] or benchmarks proposed in section 5.2.1 [20, 30, 42, 107].
Essentially, the detector needs to clarify what conditions the testing data must meet to be classified as membership or
non-membership data.

In summary, the detection methods employed by the detectors vary according to their possession of LLM information
across various dimensions. Table 1 summarizes the circumstances in which the present proposed method is applicable.

4.3.2 Theoretical Validation of Detection Feasibility. Due to the vast parameter architecture and output diversity of
LLMs, detecting whether data has been used to train LLMs is a complex task. Most current research remains experimental,
evaluating detection methods through experimental results, with varying effectiveness across different models and
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Table 1. The Summary of Detection Approaches Corresponding to Appropriate Scenarios - LLM’s Prior Knowledge

Detection Approach Technique Ref. Dataset Access Output Value Model Information
probability text parameter structure

Memorization Data
Extraction

Extractable
Memorization

[19] ✓ ✓ ✓
[66] ✓ ✓
[88] ✓ ✓ ✓ ✓

Discoverable
Memorization

[16] ✓ ✓
[88] ✓ ✓
[101] ✓ ✓
[70] ✓ ✓
[93] ✓ ✓ ✓ ✓

Membership Inference
for LLM

Reference-
based Method

[78] ✓ ✓ ✓ ✓
[15] ✓ ✓
[122] ✓ ✓
[85] ✓ ✓
[84] ✓ ✓
[31] ✓ ✓
[73] ✓ ✓
[140] ✓ ✓

Non-Reference
Method

[107] ✓ ✓
[30] ✓ ✓
[20] ✓ ✓
[42] ✓ ✓
[77] ✓ ✓ ✓ ✓
[134] ✓ ✓
[28] ✓ ✓
[87] ✓ ✓
[67] ✓ ✓
[137] ✓ ✓
[65] ✓ ✓
[51] ✓ ✓

:access fully training dataset :only acess partial training dataset :cannot access training dataset

datasets. However, these studies have not theoretically analyzed why the methods proposed in Section 4.1 and 4.2 can
succeed. We try to briefly analyze why these two methods can be effective.

The reasons underlying the possibility of extracting training data from LLMs using the memorization data extraction
methodwill now be analyzed. Taking ChatGPT as an example, due to high performance and inference speed requirements,
a new trend in LLMs is to "over-train" models on "training compute-optimal" data [52, 117]. In practical terms, because
high-quality training data is limited, developers of LLM often perform multiple epochs of training on the same data to
enhance the LLM’s question-answering capabilities. With the number of training epochs increases, the model parameters
also adjust, enhancing the LLM’s memory capacity. As the training epoch increases, the parameters of the LLM are
gradually adjusted through multiple optimizations to better learn complex patterns and long-term dependencies in
the data. This optimization enhances the model’s memory, allowing it to capture and remember more information,
especially when dealing with complex tasks. While increasing the epoch does not directly increase the number of
parameters in the model, it causes the LLM to adjust its weights more finely, which improves its performance and
Manuscript submitted to ACM
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memory capacity. Consequently, while the performance and efficiency of LLMs improve, the risk of training data
leakage also increases [16, 64], raising the probability that LLMs will output original training data.

In terms of membership inference for LLM, the "over-training" of some data also contributes to the method’s success.
Due to the complex structure of LLMs and the finite scale of training dataset, as mentioned earlier, certain texts are
repeatedly used for training across numerous epochs [54, 71]. Additionally, some commonly used texts, such as popular
books, papers, and documents, appear multiple times in the training dataset. Although the training dataset of LLMs are
large, they are ultimately finite and cannot represent the entire data distribution. This limitation makes it difficult for
LLMs to generalize beyond the training data, leading to significantly different behaviors between training membership
and non-membership data. If the text being tested was trained over multiple epochs or appeared multiple times in the
training dataset, the success rate of detecting it using membership inference would be much higher than that of texts
trained for only one epoch.

4.3.3 Lessons and Future Trend. Building upon the comparison and theoretical analysis of detection methods, we now
synthesize critical lessons and outline evolutionary pathways that address the limitations discussed in Sections 4.3.1
and 4.3.2.

Reflecting on these approaches, several key lessons emerge:
(1) Scalability and practicality issues: Both methods show significant promise but struggle with scalability. If

the parameter scale of LLM is not large enough, it will become increasingly difficult to detect correctly. For example,
according to the experiment results of Carlini [16], the average data extraction rate on GPT-Neo with 125M was
approximately 62% lower than GPT-Neo with 6B. Membership inference methods, while effective in principle, also face
similar challenges. The reliance on shadow models or auxiliary references demands significant computational resources,
limiting their practicality for real-world applications.

(2)LLMcharacteristics and data leakage risks: Bothmethods benefit from a critical vulnerability in LLMs—overfitting
or “overtraining” on limited high-quality datasets, leading to the data exposure. The data exposure increases the risk of
memorization, as well as the likelihood of both extraction and membership inference attacks succeeding. As LLMs
continue to evolve, this trend raises important questions about the trade-off between improving model performance
and increasing data leakage risks.

(3) Advanced detection techniques: There is an emerging need for more sophisticated detection strategies that
account for the increasing opacity of LLMs, particularly asmodels undergomore rounds of fine-tuning and apply stronger
privacy-preserving mechanisms. Developing detection tools that generalize well across various LLM architectures (such
as transformer-based models or models fine-tuned for specific tasks) will be crucial for future research in this area.

(4) Future trend: We expect that future detection efforts to move toward hybrid approaches that combine elements of
both memorization extraction and membership inference. Leveraging techniques like differential privacy and adversarial
training might offer a way forward. Additionally, more attention needs to be placed on detecting subtle memorization
behaviors that go beyond verbatim output, as well as improving the interpretability of model outputs to better distinguish
membership from non-membership data. Besides, the future work should pay attention to the influence of RAG.

5 Membership Determination Metrics for Detection

After getting the results of detection approach, the next step is determining the membership of the data based on
the output. We summarize the respective membership determination metrics for Detection for the two detection
methodologies proposed in Section 4.
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5.1 Metrics in Memorization Data Extraction

According to the memorization data extraction method, LLM can generate a large amount of textual content based on
prompts. However, an additional task is required: determining whether the generated text contains (or belongs to) the
training data, and the degree of similarity. This necessitates the metrics for evaluating the extraction methods.

First, the detector must ascertain the extent of training dataset information, i.e., the range of accessible LLM training
data, whether it is fully accessible (white-box), partially accessible (gray-box), or entirely inaccessible (black-box). We
focus on the gray-box and black-box scenarios.

In gray-box and black-box scenarios, the limited access to the training dataset requires the use of auxiliary datasets.
Carlini et al. [19] first employed this concept by utilizing Google as an "auxiliary dataset" after extracting data using the
definition of extractable memorization, manually checking the GPT-2 generated results against Google. This method
assumes that the auxiliary dataset’s coverage is extensive enough to include vast amounts of data, including the
data under inspection. However, this approach has a notable drawback: it is labor-intensive and memory-consuming.
Thus, Nasr et al. [88] simplified this by constructing a 9TB auxiliary dataset composed of Pile [38], RefinedWeb [95],
RedPajama [25], and Dolma [109].

Once the auxiliary dataset is constructed, the next step is searching within it to determine whether the generated
text belongs to the memorized data. Given the large scale of the auxiliary datasets in current methods [19, 88], directly
searching has a high time complexity. Thus, Lee et al. [70] proposed the suffix array method, which stores suffixes of
various lengths in the auxiliary dataset and employs binary search methods [16, 70, 88] to check whether the generated
text belongs to the auxiliary dataset substituting for the LLM’s training dataset [96]. This approach significantly
decreases the time complexity of the search from 𝑂(𝑛) to 𝑂(log 𝑛) [88]. However, given the LLM’s generalization
capability and the randomness of its generated text, directly checking if the generated text exactly matches a segment of
the auxiliary dataset might misclassify genuine membership data as non-membership data. Therefore, some researchers
adopted a more "relaxed" evaluation method [16, 70, 93], considering the generated text as training data by the LLM if
it is similar to a segment of the auxiliary dataset [58]. Corresponding evaluation metrics include MinHash [12, 35, 49]
and Jaccard [60], etc.

5.2 Metrics in Membership Inference Method

In the context of membership inference, we refer to traditional membership inference methods in ML models and do
some creation. To implement membership inference methods for LLMs to detect training data, the first requirement is
establishing a set of standards to effectively distinguish between membership data and non-membership data [108].
The second requirement is selecting appropriate membership determination metrics.

5.2.1 Building Benchmark. The traditional approach to distinguishing membership data from non-membership data
involves training shadow models. The training data for shadow models is structurally similar to the target model’s
training data. The ultimate goal is establishing standards for detecting membership [108]. However, as discussed in
previous sections, the cost of training shadow models for LLMs is prohibitively high, and the necessary training data
for shadow models is difficult to obtain. Therefore, a new standard must be developed specifically for LLMs and the
characteristics of the data under inspection.

Shi et al. [107] first established a standard for LLM membership inference, WikiMIA, based on comparing the release
dates of the LLM and the data itself. WikiMIA’s data is sourced from Wikipedia event pages [126]. If the event page’s
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publication date is later than the LLM’s release date, the data is considered non-membership data; conversely, if the
publication date is earlier, the data can be considered membership data.

The time-based comparison is currently the most common method for distinguishing LLM membership data.
Subsequent researchers have developed different methods for different types of detection data. For instance, Duarte et
al. [30] proposed BookTection and arXivTection for books and papers, respectively. However, this method also has
limitations: some earlier web pages, books, or paper data may not belong to membership data. Future research should
focus on developing more accurate methods.

5.2.2 Metrics for Membership Determination. Based on the discussion of the fundamental concepts of LLM membership
inference in Section 4.2, the metrics vary depending on the LLM’s prior knowledge relevant to detectors and the
membership inference method used. Regardless of the detection method and metrics adopted, the underlying premise is
that models tend to assign higher confidence to examples that present in the training dataset [89]. The list of proposed
metrics for membership inference is listed in Table 2.

We primarily explore metrics related to LMs. We will examine the metrics of membership inference methods from
three perspectives: perplexity, perplexity-based extention metrics, and performance-based metrics.

(1) Perplexity (PPL)
Generally, language models are classified as probabilistic generative models. Carlini et al. [19], building on prior

work [18], proposed a concept based on natural likelihood metrics, specifically the perplexity of a sequence. Perplexity
measures the degree to which an LM predicts tokens within a sequence. Formally, given the target model 𝑓𝜃 and a
symbol sequence with 𝑛 tokens 𝑇 = (𝑥1, ..., 𝑥𝑛), perplexity L is defined as follows:

L = 𝑒𝑥𝑝

(
− 1
𝑛

𝑛∑︁
𝑖=1

𝑙𝑜𝑔𝑓𝜃 (𝑥𝑖 |𝑥1, ..., 𝑥𝑖−1)
)

(1)

Essentially, if a sequence exhibits a low perplexity in a model, the model can assign higher probabilities to the tokens
generated within the sequence.

The concept of perplexity can be used to determine the detection results of LLM’s training data. Specifically, this
concept’s detection principle can be represented by the following formula: L(𝑓𝜃 , 𝑥) < 𝛾 , where 𝛾 is predefined threshold.
If the perplexity of a segment of text is low enough, it can be considered as membership data. Therefore, a reasonable
threshold must be set in advance, and then the perplexity of the text to be detected is calculated to determine whether
it is less than threshold, thereby inferring the membership status of the text.

The concept of perplexity provides a theoretical basis for detecting member data in generative language models.
However, this method has significant drawbacks, notably a high false positive rate. Some simple and predictable
sequences that have never appeared in the training dataset (e.g., false positive samples, including frequently repeated
common phrases) can be mistakenly identified as membership data [19].

(2) Perplexity-based Extention Metrics
To address the aforementioned deficiencies and reduce the false positive rate, researchers have proposed a series of

extension methods based on perplexity. These methods are predicated on the comparison of perplexity across different
datasets within the model.
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Table 2. The Summary of Metrics for Membership Inference Method

Determination Metric Ref. Description Comment
Perplexity [19] L(𝑓𝜃 , 𝑥) < 𝛾 , the perplexity of

text to be detected on model
should be small enough

Some simple but non-
membership data may be
mistakenly identified to mem-
bership data

Reference-based [31, 73, 84] L(𝑓𝜃 , 𝑥) < L(𝑓 ′
𝜃
, 𝑥), the per-

plexity of target model is less
than reference model

Reference-based methods are
not yet mature

Lower [19] The perplexity of detected text
on LLM should be less than the
perturbed or replacement
version, and the replacement
methods are different:
L𝑓𝜃 (𝑥)/L𝑓𝜃 (𝑥

′) < 𝛾

At present, the more
mainstream and commonly
used metrics for LLM. These
metrics can have better
detection rate but not
applicable when the output
information is text only

Synonym [82]

Neighbor [19, 86]

Zlib [36] L𝑓𝜃 (𝑥)/𝑧𝑙𝑖𝑏 (𝑥) < 𝛾 , the ra-
tio of perplexity to zlib value
should be small enough

Min-K% Prob [107] The likelihood of the K% least
probable tokens should be less
than threshold

Min-K%++ [134] The training data points tend to
be local maxima or near the lo-
cal maxima of the input dimen-
sion

DE-COP [30] The accuracy ofMCQ of suspect
data between the paraphrase
and verbatim text is higher than
that of the non-membership
data

Can be used in scenario of the
output information is only text
but the relative difference may
lead to a little error

When employing reference-based methods, the detection and decision process can be as follows: comparing the
perplexity of the text to be detected on the target LLM with its perplexity on the reference model. If the former is
smaller, it can be inferred that the text to be detected is more likely to have been trained on the target model and can be
classified as member data [31, 73, 84]. This can be expressed by the formula L(𝑓𝜃 , 𝑥) < L(𝑓 ′

𝜃
, 𝑥).

However, as discussed in Section 4.2, reference-based methods are not yet mature, and currently, non-reference
methods are more commonly used. In the absence of a reference model, derived perplexity-based methods adopt a
strategy wherein the original text to be detected is modified, and membership inference is determined by comparing
the perplexity of the target text with the modified text on the model. If the perplexity of the target text is significantly
lower than that of the modified text, it indicates that the target text more likely belongs to the training dataset:
L𝑓𝜃 (𝑥)/L𝑓𝜃 (𝑥

′) < 𝛾 .
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Under this strategy, it is crucial to reasonably modify the detection data to create the comparative data 𝑥 ′. Some have
proposed methods for distinguishing between the original version of the data and its perturbed version [19, 82, 86].
According to the previous definition, this determination must be based on the assumption that samples trained during
the LLM’s training (membership data) should have lower perplexity on their original version 𝑥 than on the perturbed
data 𝑥 ′. Perturbations can take various forms but should not deviate significantly from the original text, such as
lowercase replacement, synonym replacement [82], and neighborhood attack (perturbing the target sequence to create
𝑛 adjacent points) [19, 86], etc.

Furthermore, some researchers have proposed the zlibmetric [36]. This involves comparing the perplexity of potential
membership data (data to be detected) on the target model with the text entropy ratio: L𝑓𝜃 (𝑥)/𝑧𝑙𝑖𝑏 (𝑥) < 𝛾 . Models
trained on the training set exhibit very low perplexity for their members, while zlib calculates the number of bits
required to compress a text sequence using the zlib library, independent of the training data [19].

In summary, some papers [19, 31, 36, 73, 82, 84, 86] have proposed more complex metrics based on the fundamental
concept of perplexity. Regardless of the metrics, they are all based on the principle that if the data to be detected belongs
to the membership data, its perplexity on the target model should be as low as possible.

(3) Performance-based Metrics
In addition to perplexity-based metrics, some other scholars have proposed metrics based on the performance of

different data on LLMs. Performance can have various meanings, such as the probability of the data to be detected
on the target model or designing algorithms such that membership data has some indicators on the LLM different
with non-membership data. These metrics are founded on the principle that membership data must “perform better”
on LLMs than non-membership data, with the greatest possible performance disparity. In other words, detectors use
non-membership data which have been determined by benchmark dataset to do preliminary experiments on LLMs. From
these experiments, a lower bound is established based on the performance of non-membership data. The performance
of the data to be detected on the LLM will be compared with the lower bound. If the performance exceeds the threshold,
the target data is considered the member of the training dataset.

For instance, Shi et al. [107] proposed Min-K% Prob method, where membership is determined based on comparing
the likelihood of the least probable K% tokens with the threshold. Specifically, the method assesses whether the average
log-likelihood of the next token, conditioned on the preceding sequence, exceeds a predefined threshold. If it does, the
data to be detected can be considered membership data. When the token probability distribution is not accessible, a new
method was proposed [30]: using the accuracy of multiple-choice questions (MCQs) on paraphrased non-membership
data as a lower bound. This baseline is used to test the target detection data. If the accuracy of the MCQs generated from
the target data and its paraphrases exceeds this threshold, the data is considered to have been used to train the LLM.

In conclusion, this evaluation method imposes high requirements on the benchmark’s classification criteria and data
sources. Evaluators must clarify two issues before detection: first, how to preliminarily determine membership and
non-membership data, and second, whether the initial data can produce significant performance differences on the
LLM.

5.3 Analysis of Determination Metrics

Sections 5.1 and 5.2 introduce different membership determination metrics corresponding to two distinct detection
approaches. In this section, we explore the reasons that why the memorization data extraction and membership inference
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require different metrics. Additionally, we also discuss the specific application scenarios for these two varieties of
metrics.

5.3.1 Comparative Analysis of Metrics. In the memorization extraction method, the only source of interaction between
the detector and the LLM is the prompts designed by the detector, and the outputs obtained are limited to the text
generated according to these prompts and context. Theoretically, constructing auxiliary datasets, using binary search
methods, and employing text similarity metrics are all designed based on scenarios where the output information
consists solely of text.

In terms of membership inference methods for LLM, we adopt a strategy akin to traditional MIA, first establishing a
classification criterion (Section 5.2.1) and then setting specific metrics based on the available output information. If the
target of detection is a pre-trained LM that has not undergone fine-tuning and alignment, the detector can access the
probability distribution of tokens in the generated text, i.e., the likelihood of specific tokens appearing. In this case, the
metric must be based on the probability distribution, leading to the introduction of the concept of perplexity. Other
metrics, such as lowercase [19] and zlib [36], are also designed based on the premise that the detector can access the
token probability distribution as the output information. If the target model has used fine-tuning and alignment, and
the detector can only access the text output, then the evaluation methods and metrics must be redesigned to ensure a
sufficient distinction between membership and non-membership data.

In some complex scenarios, the selection of metrics determines the accuracy and efficiency of detecting training data
for LLMs. Different membership determination metrics may lead to different computational cost and detection accuracy.
For example, if it is known that the output information of the detection target consists only of text, which method is
preferable—"prompt-based memorization extraction combined with text (similarity) comparison" or "establishing a
benchmark and using performance-based metrics"? There is currently no definitive answer, as each method has its
strengths and weaknesses. The former has a lower operational cost in terms of prompt manipulation, but it demands
a higher level of design and optimization for the prompts and must consider the limitations imposed by LLM safety
mechanisms (e.g., RLHF) on the output. The latter does not require prompt engineering or the design of auxiliary
datasets, but its evaluation is heavily reliant on the relative relationship between the performance of the detected text
in the LLM and a predetermined threshold. Since the inherent output uncertainty of LLMs, such relative metrics may
lead to a certain degree of misjudgment.

5.3.2 Lessons and Future Trend. Through the analysis of different metrics of detecting training data for LLMs, several
key challenges and lessons emerge that shape our understanding in this field.

(1) The complexity and trade-offs in metrics: Memorization data extraction, although effective in theory, faces
practical limitations, such as the construction and storage of massive auxiliary datasets, as well as the difficulty of
accurately identifying memorized content due to LLMs’ generalization capabilities. Meanwhile, membership inference
methods offer a more probabilistic approach but suffer from high computational costs and the challenge of creating
effective surrogate models, especially for LLMs. The reliance on perplexity as a core metric across both methods
highlights its utility, but also its limitations, particularly in distinguishing between membership and non-membership
simple sequences, suggesting a need for more appropriate membership determination metrics.

(2) The reliance on auxiliary dataset or probabilistic metrics: The difficulty of designing methods that are both
computationally efficient and robust against false positives. Techniques like suffix arrays and text similarity metrics
offer promising solutions but require careful calibration to ensure efficiency and accuracy. Detectors should develop
more sophisticated and compressed auxiliary datasets, combined with more efficient search algorithms. Additionally,
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Table 3. The List of Target Models in Experiment and Evaluation

Target Model Common Size Paper
GPT-2 117M, 345M, 774M, 1.5B [19, 31, 88]
T5 77M-11B [16]
Llama 7B, 13B, 65B, 70B [30, 65–67, 73, 77, 88, 107, 134, 137, 140]
OPT 125M-127B [16, 30, 65, 66, 73, 77, 88, 137]
Falcon 7B-180B [66, 73, 88]
Mistral 7B [30, 88]
Mixtral 8x7B [30]
GPT-Neo 125M, 1.3B, 2.7B, 6B [31, 67, 70, 73, 87, 88, 93, 107, 134, 137]
Pythia 1.4B, 2.7B, 6.9B [65, 66, 77, 84, 87, 88, 107, 134, 137, 140]
GPT-3.5 175B [20, 28, 30, 42, 66, 137]
Claude 2 13.7B [30, 66]
Baichuan 2 7B, 13B [137]
Qwen 1.5 7B, 14B, 32B, 72B [137]

new metrics derived from perplexity or token probability comparisons will be crucial in reducing false positives and
refining the detection process.

(3) Future trend: In conclusion, these metrics reveal the strategies but no single method is universally superior. Future
research should focus on creating hybrid methods that leverage the strengths of both memorization extraction and
membership inference while minimizing their respective weaknesses. This could involve combining textual similarity
with probabilistic distribution analysis to balance accuracy, robustness, and efficiency in detecting training data usage
across different varieties of LLMs and training data.

6 Target Models and Benchmark Datasets in Detection

6.1 Target Models

In the experiment and evaluation of LLM training data detection methods, the following target models are commonly
used, with the corresponding references for each LLM listed in Table 3. The specific details of each model are as follows:

• GPT-2 [99]: A second-generation generative pre-trained model developed by OpenAI with parameter size from
117M to 1.5B. As subsequent LLMs have grown in parameter size, GPT-2 is often used as an auxiliary model or
benchmark to compare detection performance across LLMs of varying parameter scales.

• T5 [100]: A large-scale model proposed by Google, based on the Transformer architecture that facilitates flexible
task design and efficient transfer learning. Its core concept lies in utilizing a unified framework to handle diverse
tasks, thereby streamlining the application and development of the model.

• Llama [116]: One of the most commonly used target models, with parameter sizes typically including 7B, 13B,
65B, and 70B. Llama is trained for more epochs than other LLMs, resulting in better memory retention of the
data.

• OPT [135]: A model family ranging in size from 125M to 127B. These models generally perform worse than other
LLMs, partly because they have undergone fewer training epochs. Consequently, the detection performance on
OPT is also lower than on other models.

Manuscript submitted to ACM



1197

1198

1199

1200

1201

1202

1203

1204

1205

1206

1207

1208

1209

1210

1211

1212

1213

1214

1215

1216

1217

1218

1219

1220

1221

1222

1223

1224

1225

1226

1227

1228

1229

1230

1231

1232

1233

1234

1235

1236

1237

1238

1239

1240

1241

1242

1243

1244

1245

1246

1247

1248

24 C.Y et al.

• Falcon [2]: This model surpasses Llama in detection performance in certain scenarios, though further details
on other parameters are limited.

• Mistral [62]: A model similar to Llama, with training details not publicly disclosed. It is currently one of the
best-performing models in terms of detection accuracy.

• Mixtral [63]: A multimodal large-scale model focuses on integrating textual and visual information, achieving
strong performance in cross-modal understanding and generation tasks through joint modeling. Detectors can
detect text and image data on target model.

• GPT-Neo [9]: A model family trained on the Pile dataset [38], commonly used in experiments as a causal
language model. Its training objective is to predict the next token in a given sequence. Available in parameter
sizes of 125M, 1.3B, 2.7B, and 6B.

• Pythia [8]: A model family also trained on the Pile dataset, with parameter sizes primarily including 1.4B, 2.7B,
and 6.9B. It is mainly used to study the impact of different parameter scales within the same model family on
detection capabilities.

• GPT-3.5 [1]: A large model developed by OpenAI, enhanced using manually labeled data and reinforcement
learning. This model is a fully black-box model, with the detector having access only to the final generated text.

• Claude 2 [3]: Similar to GPT-3.5, Claude 2 is a fully black-box model, with its training data, parameters, and
training algorithms not visible to the detector, who must rely solely on the final output to infer the membership
of the data.

• Baichuan 2 [5]: Representative Chinese text generation LLM, which is trained on a high-quality corpus with
2.6 trillion tokens.

• Qwen 1.5 [113]: Similar to Baichuan 2, Qwen 1.5 is also used for Chinese text detection. It is an open-source
LLM and the parameter size ranging from 0.5B to 110B, and also an MoE model.

6.2 Published Benchmark Datasets

As mentioned in Section 5.2.1, membership inference-based methods typically rely on a benchmark dataset, which
consists of data samples that have been identified as belonging to either the membership or non-membership category.
The purpose of such a dataset is similar to the training dataset in machine learning and the shadow model in traditional
MIA, serving to establish the distinction standard between membership (seen) and non-membership (unseen) data, thus
laying the groundwork for the subsequent algorithm development. Commonly used benchmark datasets are listed in
Table 4. These datasets can be categorized into several groups, as detailed below:

(1) Webpage data. The earliest target of LLM training data detection was webpage content, such as data extracted
from Google or Wikipedia. Shi et al. [107] were the first to propose WikiMIA, a benchmark dataset primarily based
on Wikipedia content. A key feature of this dataset is the use of the comparison between the publication date of the
data and the release date of the LLM to determine membership status. WikiMIA uses 2023 as the cutoff point, with
event pages published after this date categorized as non-membership data, and event pages published before 2017 (as
LLMs were released after 2017) categorized as membership data. Thus, Shi et al. collected 394 membership data and 394
non-membership data samples to form the benchmark dataset, which became one of the earliest and most widely used
datasets. Zhang et al. [67] applied the same method to extract pages from Chinese websites, creating a Chinese version
of the PatentMIA dataset.

(2) Copyright data. Due to the increasing instances of copyrighted data being casually used for LLM training,
some researchers have shifted their focus to copyrighted content, such as copyright books and papers. As a result,
Manuscript submitted to ACM
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Table 4. The List of Published Benchmark Datasets

Category Benchmark Dataset Component Paper

Webpage data WikiMIA 394 recent Wikipedia events as un-
seen data + 394 events from pre-2016
Wikipedia pages as membership data

[65, 67, 77, 107, 134, 137, 140]

PatentMIA 5000 GooglePatent pages after March
1,2024 as non-member data + 5000
GooglePatent pages before 2023 as
membership data

[137]

Copyright data

BookMIA 4935 texts from Book3 after 2023 as un-
seen data + 4935 texts from Book3 be-
fore 2023 as membership data

[107, 137, 140]

BookTection 105 books after 2023 from BookMIA as
non-member data + 65 books before
2021 as membership data

[30]

arXivTection 25 papers in 2023 from arXiv website
as non-member data + 25 papers before
2022 as membership data

[30]

arXivMIA 1200 papers (600 member+600 non-
member) in math and 800 papers (400
member+400 non-member) in computer
science

[77]

Mixed dataset

Wiki-spgc Non-membership data Wikipedia and
membership text from books

[140]

Wikimia2-spgc Unseen data Wikipedia and seen text
from both Wikipedia and books

[140]

Pile A 400GB dataset of heterogeneous
sources containing Wikipedia, Code
and huge of books

[38]

SMIA 7000 membership samples from
Wikipedia + 7000 non-membership
samples from Pile

[87]

C4 A 806 GB curated version of English
web pages from the Common Crawl

[100]

DETCON Contains 2224 data contamination de-
tection tasks, covering code generation
and logical reasoning

[28]

MIMIR Membership data and non-membership
data are all extracted from Pile

[29, 134]

the benchmark datasets must also be derived from books or academic papers. Shi et al. [107] were the first to propose
BookMIA, and Duarte et al. [30] optimized it by constructing BookTection and arXivTection, using books and papers
as sources. The distinction between membership and non-membership data follows a similar approach to WikiMIA,
where more recent books or papers are considered non-membership data, and older content is classified as membership
data. Liu et al. [77] further refined the paper-based datasets, proposing the arXivMIA dataset, which divides papers by
subject area, such as the computer science-specific arXivMIA-CS and the mathematics-specific arXivMIA-Math.
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(3) Mixed dataset. To extend the applicability of detection methods, some researchers have consolidated data from
different domains into a single dataset, creating mixed datasets. Zhou et al. [140] proposedWiki-spgc andWikimia2-spgc,
combining Wikipedia webpage text with copyright books. The former includes non-membership data from Wikipedia
and membership data from various books, while the latter contains unseen text from Wikipedia webpages along with
membership data from books and websites, presenting higher complexity than the former. Mozaffari et al. [87] merged
data from Wikipedia and the Pile [38] to create SMIA, which Pile is a heterogeneous dataset containing 400GB of data
from various sources, these datasets inevitably contain text from diverse origins. Besides, C4 [100] and DETCON [28] is
also commonly used mixed datasets for detection. In general, if a detection method performs well on mixed datasets, its
applicability is considered broader.

6.3 Experimental Comparison

To compare the detection performance of various LLMs across different datasets, we integrated the experimental results
of the existing research papers into Table 5 and 6.

Table 5 reports the comparative results for memorization extraction methods. It can be observed that the detection
success rate of discoverable memorization is generally higher than that of extractable memorization. This is primarily
because discoverable memorization uses prompts derived directly from segments of the target data, whereas extractable
memorization typically relies on manually designed prompts, which are less likely to successfully elicit memorized
training data.

Table 6 presents the AUC scores of membership inference methods under different settings. The results indicate that
DE-COP generally achieves superior performance as a metric, while earlier indicators such as PPL and Lower tend to
yield lower detection success rates in most cases.

7 Challenges and Future Prospects of Detecting Training Data for LLM

As the scale and performance of LLMs expand, the sources of their training data have become increasingly diverse,
ranging from general books, web information, academic papers, and journals to specialized data in fields such as medicine
and finance. To enhance data privacy protection, methods for detecting LLM training data have been continuously
proposed and improved. However, during the development of this detection field, some technical bottlenecks have
emerged, such as low detection rates. This section primarily discusses the bottlenecks from two aspects and proposes
potential future research directions based on these findings.

7.1 Challenges of Memorization Data Extraction

The memorization extraction method places high demands on prompt engineering, as the quality of the prompts largely
determines the success rate of this approach. Currently, this technique faces the following challenges:

First, the inadequate definition of memorization is another major reason for insufficient memorization extraction
rate [50]. The previously adopted definitions of memorization require the LLM to output the original text of the training
data. This low-cost but highly operational definition generally can only be realized on models with a large number of
parameters [16]. The stringent standards for memorization detection and the narrow scope of applicability have led to
this technical challenge. Moreover, due to the diversity of model outputs, it is challenging for smaller LLMs to generate
text that is exactly identical to a suffix. Consequently, the applicability of the current definition of memorization is
limited.
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Table 5. Extraction rate of memorization extraction methods. Ref. denotes the cited literature source of the detection algorithm. In
column 2, E=extractable memorization, D=discoverable memorization. Note marks the evaluation metrics or necessary conditions
adopted in experiments.

LLM Method Dataset Ref. Extract Rate Note
GPT-2-124M D Pile [93] 0.004±0.002 The metric is exact rate: the

fraction of correctly generated
all suffixesGPT-2-1.5B

D Pile [93] 0.019±0.002

E Google [19] 0.000015%
Pile+RefinedWeb+RedPajama+Dolma [88] 0.135% The metric is % tokens

memorized: the fraction of
model outputs that are belongs
to memorized dataset

Falcon-7B E Pile+RefinedWeb+RedPajama+Dolma [88] 0.069%
Falcon-40B E Pile+RefinedWeb+RedPajama+Dolma [88] 0.122%
Llama-7B E Pile+RefinedWeb+RedPajama+Dolma [88] 0.294%
Llama-65B E Pile+RefinedWeb+RedPajama+Dolma [88] 0.789%
OPT-125M D Modified version of Pile [16] 8% The length of prefix prompt is

100 tokens
OPT-350M D Modified version of Pile [16] 12%

OPT-1.3B D Modified version of Pile [16] 15%
E Pile+RefinedWeb+RedPajama+Dolma [88] 0.031% The metric is % tokens

memorizedOPT-6.7B E Pile+RefinedWeb+RedPajama+Dolma [88] 0.094%
D Modified version of Pile [16] 17.5% The length of prefix prompt is

100 tokens
OPT-30B D Modified version of Pile [16] 19%
OPT-66B D Pile [16] 20%

GPT-Neo-125M D Pile [16] 2.1% Prompt is sampled uniformly
from random subset of dataset

Pile [93] 0.169±0.007 The metric is exact rate

GPT-Neo-1.3B D Pile [16] 3.3% Prompt is sampled uniformly
from random subset of dataset

E Pile [88] 0.160% The metric is % tokens
memorizedGPT-Neo-2.7B E Pile [88] 0.236%

D Pile [16] 3.4% Prompt is sampled uniformly
from random subset of datasetGPT-Neo-6B D Pile [16] 3.9%

E Pile [88] 0.220% The metric is % tokens
memorizedgpt-3.5-instruct E Pile+RefinedWeb+RedPajama+Dolma [88] 0.852%

D Part of ChatGPT’s training set [88] 75% Prompt model with 50 tokens
and output 50 tokensgpt-3.5-turbo D Part of ChatGPT’s training set [88] 3.5%

T5-220M D C4 [16] 1.2% C4 was deduplicated by
removing all documents which
were near-duplicates of others

T5-770M D C4 [16] 4.1%
T5-2.8M D C4 [16] 4.8%

Additionally, for some closed-source LLMs, especially commercial ones (e.g., ChatGPT and Claude), developers
implement defensive technologies such as RLHF [23] to protect the privacy of their training datasets and prevent the
output of harmful content. While these technologies meet the output requirements of the trainers, they make it more
challenging for data detectors to induce LLMs to output training (memorized) data through prompts, as the output
range is limited by RLHF and similar technologies, consequently decreasing the amount of memorization training data
extracted. Currently, most studies on LLM memorization data extraction focus on open-source models, where LLM
parameters are known and have not undergone fine-tuning and alignment, and a significant portion of the studies
[16, 19, 29, 66, 70] allow access to the original training datasets.

To address these challenges, potential research directions include the following:
Manuscript submitted to ACM
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Table 6. AUC scores of membership inference methods under different LLMs, datasets, detecting algorithms and metrics. Ref. denotes
the cited literature source of the detection algorithm. Bold shows the best AUC score in each row.

LLM Dataset Ref. AUC Scores in Different Metrics
PPL Lower Zlib Neighbor Min-K% Min-K%++ DE-COP Reference-based

GPT-3 BookMIA [137] 0.64 0.67 0.54 - 0.64 - - -
BookTection [30] 0.87 0.96 0.78 - 0.90 - 0.86 -

ChatGPT DETCON [28] 0.51 - - - 0.56 - - -
Claude arXivTection [30] - - - - - - 0.91 -

Pythia-2.8B WikiMIA
[107] 0.61 0.59 0.65 0.61 0.67 - - 0.60
[77] - 0.62 0.63 0.62 0.63 - - 0.66
[140] 0.50 0.50 0.50 - 0.55 - - 0.68

BookMIA [140] 0.51 0.54 0.51 - 0.68 - - 0.81

Pythia-6.9B
WikiMIA

[137] 0.65 0.61 0.68 - 0.71 0.70 - 0.66
[134] - 0.62 0.64 0.66 0.66 0.70 - 0.64
[65] - 0.57 0.66 - 0.68 - - -

SMIA [87] - - 0.54 0.55 0.56 0.56 - 0.57
MIMIR [51] 0.70 - 0.68 0.65 0.64 - - -

Pythia-12B MIMIR [29] - - 0.55 - 0.56 0.59 - 0.58

Llama-7B
WikiMIA [65] - 0.52 0.56 - 0.54 - - -

[140] 0.50 0.54 0.50 - 0.57 - - 0.71
Wiki-spgc [140] 0.56 0.97 0.52 - 0.79 - - 0.88

Wikimia2-spgc [140] 0.50 0.51 0.50 - 0.50 - - 0.62

Llama-13B

BookTection [30] 0.78 0.88 0.63 - 0.80 - 0.90 -

WikiMIA
[137] 0.68 0.61 0.70 - 0.72 0.84 - 0.66
[134] - 0.64 0.68 0.66 0.68 0.85 - 0.58
[140] 0.50 0.49 0.50 - 0.56 - - 0.71

BookMIA [140] 0.52 0.54 0.52 - 0.72 - - 0.81

Llama-30B WikiMIA
[107] 0.70 0.59 0.72 0.71 0.74 - - 0.72
[134] - 0.64 0.70 0.68 0.70 0.84 - 0.64
[67] - - 0.70 - 0.69 0.84 - 0.65

Llama-65B WikiMIA [107] 0.71 0.63 0.72 0.71 0.74 - - 0.73
[134] - 0.64 0.67 0.67 0.68 0.73 - 0.70

Llama-70B BookTection [30] 0.89 0.93 0.75 - 0.90 - 0.97 -
arXivTection [30] - - - - - - 0.73 -

Tinyllama-1.1B arXivMIA [77] - 0.47 0.43 0.55 0.46 - - -
Openllama -13B arXivMIA [77] - 0.50 0.44 0.55 0.49 - - 0.56

OPT-6.7B WikiMIA [77] - 0.59 0.63 0.59 0.63 - - 0.66
[137] 0.63 0.59 0.64 - 0.67 0.69 - 0.65

OPT-66B WikiMIA [107] 0.66 0.59 0.67 0.65 0.71 - - 0.67
[67] 0.63 0.59 0.64 - 0.67 0.69 - 0.65

Qwen1.5-14B PatentMIA [137] 0.61 - 0.62 - 0.64 0.63 - 0.57
Baichuan-13B PatentMIA [137] 0.60 - 0.63 - 0.64 0.63 - 0.66

Mixtral 8x7B BookTection [30] 0.83 0.89 0.69 - 0.84 - 0.97 -
arXivTection [30] - - - - - - 0.74 -

Mistral-7B BookTection [30] 0.72 0.85 0.60 - 0.76 - 0.90 -
GPT-Neo-1.3B SMIA [87] - - 0.61 0.67 0.68 0.70 - 0.53
GPT-Neo-2.7B SMIA [87] - - 0.63 0.68 0.71 0.73 - 0.54
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(1) Utilizing Jailbreak Attacks to Improve Detection Rates. As discussed in Section 4.1, current commercial
LLMs extensively employ alignment techniques like RLHF to ensure output quality. However, for detectors, RLHF
technology hinders LLMs from outputting more training data, often refusing to generate text content memorized
by the model citing copyright infringement. To overcome the output limitations of LLMs, some researchers have
proposed jailbreak attacks [24, 75, 123] to bypass RLHF restrictions, diversifying the LLM’s output. Future research
could integrate memorization extraction methods with jailbreak attack techniques to enable LLMs to generate more
memorized (training) data.

(2)Defining Approximate Memorization. In memorization extraction detection methods, the currently commonly
used definitions of memorization require LLMs to memorize training data verbatim [58]. In most cases, it is challenging
to detect specific texts by verbatim, such as personal information, within LLMs [57]. If the concept of memorization
is redefined to approximate memorization—where if the LLM’s output is highly similar to the original text or its
paraphrase [141], the sequence can be considered memorized by LLMs—let the criteria for memorization judgment be
more "relaxed", then the probability of detecting training content will increase [58, 70]. Future research can define the
concept of approximate memorization, along with corresponding algorithms and determination metrics, to improve the
success rate of detecting training data by prompting.

7.2 Technical Bottlenecks in Membership Inference Method

For membership inference methods targeting LLMs, the primary objective is to design algorithms that effectively
distinguish membership data from non-membership data. However, this approach faces several challenges:

(1) In the pre-training phase of LLMs, to avoid overfitting problems in ML models, a substantial portion of LLM
training data is typically trained for only one epoch [1, 29, 53]. According to the definition of memorization and the
relationship between the number of training epochs and the degree of memorization [19], training for only one epoch
leads to LLMs being unable to effectively memorize the content of the data. This results in certain data that appears
infrequently being misclassified as non-membership data when using data extraction or membership inference methods,
thereby increasing the false negative rate.

(2) In membership inference methods, reference-based approaches rely on training shadow models using data with
the same distribution as the original training dataset. While this method can partially replicate the output behavior of
the target LLM, it incurs prohibitively high training costs. In non-reference approaches, most studies rely on a single
metric to determine the membership status of the data. For instance, perplexity-based methods assume that lower
perplexity indicates a higher likelihood of the data belonging to the training set. However, as discussed in Section 5.2.2,
using perplexity as the sole criterion introduces significant uncertainty, resulting in a high overall false-positive rate.

To address the high false-positive rates associated with membership inference methods, future research should focus
on the following directions. First, multidimensional metric-based inference can be explored, where multiple metrics
are combined into a feature vector to train machine learning models [48, 76]. Multidimensional feature vectors allow
membership to be assessed from various perspectives, thereby reducing false-positive rates to some extent. Second,
pre-trained, smaller-scale language models can be employed as surrogate models. Alternatively, techniques such as
transfer learning [115] and knowledge distillation [44] can be used to enable surrogate models to emulate the behavior
of the target LLM, including its probability distributions, loss values, and other related characteristics.
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7.3 LLM’s Internal Features for Training Data Detection

As mentioned in Section 3.1, almost all current methods of detecting training data for LLM rely on surface-level
features and direct output results of the model, such as generated text, probability distributions, or loss metrics. Various
detection methods have been proposed based on this output information; however, relying solely on the output to
infer membership of training data is superficial and prone to inaccuracies. There has been relatively little attention
paid to model information, as discussed in Section 3.1. An important research area is the exploration of LLMs’ internal
structures to reveal the mechanisms of LLM’s prior knowledge and subsequently infer the membership of data. Liu et al.
[77] have already initiated research in this area. Future work could explore developing lightweight gray-box detection
tools or classifiers by analyzing the internal structure of LLMs. These tools could operate by extracting feature vectors
of membership and non-membership data, derived from specific characteristics of the model’s internal structure or
parameters, thereby enabling classification and membership inference.

In addition, the proliferation of RAG-enabled LLMs renders traditional extraction methods increasingly inadequate.
As shown in Section 4.1, the extractable memorization-based method cannot distinguish parametric memorization from
dynamically retrieved content. Novel detection frameworks must incorporate mechanisms to verify if outputs derive
from internal parametric memory, techniques to detect API calls to external knowledge sources and behavioral analysis
of retrieval latency patterns.

7.4 Practicality of Detecting Training Data for LLM

The issue of copyright infringement and privacy violations caused by LLM developers with respect to training data
remains a critical concern. Current methods for detecting membership data in LLMs focus on identifying sensitive data,
but to be applicable in real-world scenarios, the following challenges must be addressed:

(1) The data determination benchmark need to exhibit greater adaptability. In membership inference methods, the
standards for classifying membership and non-membership data lack robustness [29]. Specifically, as the same version
of an LLM is updated, the original benchmark needs to be replaced. Additionally, these classification methods have
limited applicability, typically suitable only for one type of data, such as novels, papers and Wikipedia pages, and are
challenging to apply to other types of data. For example, the detection success rate of the Min-K% Prob method [107]
based on Wikipedia [126] on other common data sets such as Pile [38], Common Crawl [26, 94] is much lower than that
on Wikipedia. Future benchmarks should account for both timeliness and dynamicity, while ensuring high detection
accuracy across various types of datasets, thus enhancing the generalizability of detection methods.

(2) There is an increasing need for research on LLM training data detection in purely black-box settings. Most
existing methods allow access to token probability distributions generated by LLMs, but in real-world applications,
users typically only receive the final textual output. While some memorization extraction methods and membership
inference algorithms in black-box scenarios [30] have been proposed, these methods often exhibit low accuracy and are
computationally expensive. Future research could explore the use of small-scale language models as surrogate models
to simulate the output probabilities or loss values of the target LLM, combined with multidimensional feature extraction
and techniques such as zero-shot learning. This approach would aim to develop an efficient, generalized detection tool
that closely resembles real-world scenarios.
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8 Conclusion

As the industrialization and large-scale development of LLM, data widely used and trained by LLMs also expose data
holders to risks of copyright infringement and privacy breaches. Although there has been some reviews on detecting
copyright training data and membership inference methods for AI models, there has not been a systematic analysis on
detecting training data for LLMs.

This paper starts with the workflow of detecting training data for LLM, consisting of three key elements: prior
knowledge, detection approach and membership determination metric. We then introduce the four varieties of LLM’s
information possessed by detectors and analyze the reason of the difficulty of executing MIA in LLM is much higher
than traditional ML models. Subsequently, we focus on two main approaches for detecting training data and their
respective research progress, analyzing the difference between two approches. We then introduce the metrics for
determining the final results under the two detection approaches. Finally, we discuss the current technical challenges in
this field, and based on this, we discuss potential future research directions. Through this survey, we hope to provide a
solid foundation for the research field of detecting training data for large language models.
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