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Abstract: Metaverse has attracted widespread attention all over the world since its birth, showing
great potential to achieve a better vision of promoting human society. It is regarded as “the ultimate
form of the Internet”. However, the development of the metaverse is still in its infancy, and the research
on the relevant system architecture and theoretical technology is far from mature. Therefore, based on
the current situation of metaverse development, this paper proposes a metaverse architecture from the

aspects of the constituent elements, operation system, roles and interaction modes, and discusses the
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application of identifier resolution technology in the metaverse on the interaction between the reality
and the virtual space. Then, the security issues of the metaverse are analyzed, including: the synergy of
the reality and the virtual space makes sensitive data leak and privacy problems more serious; the open
and free environment has become a hotbed for all kinds of hot issues; the virtual economic system and
the real economic system influence each other; the massive application of automated algorithms and
models brings prominent ethical problems such as unfairness and discrimination. Finally, this paper
identifies the challenging problems that the metaverse still faces, such as the difficulty of achieving
the balanced development with the real world, the lack of effective governance means for the key

issues in the technical, legal and economic aspects of the metaverse, and the slow pace of empowering

production activities and living.

Keywords: Metaverse Architecture; Security; Identifier Resolution; Privacy; Synergy Between

the Reality and the Virtual World; Fairness; Discrimination
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